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Abstract: We present a framework for augmenting businesecgss

specifications with policy expressions such as gattions, permissions and
prohibitions. One use of such a combined modebisupport monitoring of
participants’ behaviour against agreed policiemdmisiness contracts.

1. Introduction

One limitation of current business process (BPjatives, e.g. [1, 2, 3], is their
lack of positioning of BP models within a broadetexprise model covering organ-
isational structures, policies and contracts. Taiper partly addresses this limitation
by applying our community model [4] to a behavidustyle typical of BP ap-
proaches. The aim of the paper is to augment BEspuiicy expressions to support
monitoring of participants’ behaviour against agrgmlicies. Section 2 introduces
key concepts from ebXML'’s BP specification (ebBR) &and BP modelling notation
(BPMN) [3] of relevance for business policies, alhagstrate them with a simple ex-
ample (Fig. 1). Section 3 introduces our policyapts and maps them onto the rele-
vant BPMN and ebBP concepts. Section 4 discussers ispues and future work.

2. Key collaborative business process concepts

An end-to-end BP model can cover bqgthivate (internal) andcollaborative
(global) sub-models [3]. We outline keyllaborative concepts in the ebBP and
BPMN standards to show the role of business palidie ebBP, &usiness collabora-
tion defines a set of roles and a set of businessdctinas between participants fill-
ing these roles. We use BPMbdol (shown as a rectangle, Fig. 1) to represent the
participants. An ebBMPusiness transaction (BT) is a basic unit of work in business
collaboration. It specifies how business documemés exchanged between the par-
ticipants. We use a BPMBlent to denote the start and end of the collaboratiwh a
the arrival of business documents [3]. Each BT dasquesting document flow from
the requesting to responding activity and can havesponse document flow in the
opposite direction. A BT may involve exchange oé@r morebusiness signals that



support synchronisation of the business statesdmatvparties, e.g. to indicate that a
document was successfully delivered but cannotrbegssed by the receiving appli-
cation because of an invalid document schema. Bssisignals are separate from
lower protocol and transport infrastructure. We &@MN message flow to show
ebBP messages and signals (dashed line arrow4).FAgbusiness transaction activ-

ity (BTA) denotes the use of a BT within the collaltima The same BT can be per-
formed by multiple BTAs in the same or multiplelabbrations. A BTA may specify
that a document interchange hdegal intent indicating a commitment by the trading
partners. The ebBP standard does not provide acgnmm@endation as to how it
should be interpreted or enforced, leaving it am@acern of an external contractual
framework such as the one proposed in (3loreography is the ordering of BTAS,
defining the expected flow of business documentssignals and can be shown using
UML activity diagrams or other notations like BPM&ak in the ebBP specification.
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Policy: Supplier is obliged to fill PO within one day of PO request
Figure 1: End-to-end business process model

Our example depicts four BTs with their requestargl responding activities. The
PlaceOrder activity initiated by the purchaser seand ebBPRequest message carry-
ing the purchase order (PO) to the supplier. TheigReOrder activity carried out by
the supplier, validates the PO schema and logsrélgjgest, if valid, for subsequent
processing. This BT involves ReceiptAcknowledgmand AcceptanceAcknowl-
edgment signals. The former acknowledges that DdsPreceived, while the latter
acknowledges PO validity. The signals provide asste to the purchaser of the suc-
cessful delivery and acceptance of the PO by thplmr. After the supplier has proc-
essed the PO and is ready to supply goods, it se&tspment Ready Notification to



the transporter. The BPMN sequence flow shows tlierong between these two
BTAs and between subsequent transactions. Theefiglsio shows the FillOrder pri-
vate activity for the supplier and includebusiness policy, i.e. Supplier is obliged to
fill the PO within one day of the PO request (BMPN text annotation). This places an
additional constraint on the supplier's FillOrdetiaity, triggered by successful vali-
dation of the PO. The completion of the FillOrdégders another BTA, between the
supplier and transporter.

3. Linking policies and business processes

BPMN and ebBP standards allow the specificatiothef'normal’ flow of control
and data between business activities, i.e. a catipoally complete process where
points of failure are identified in advance andlexy represented in the collabora-
tion. Typically, these are network or applicati@ildres. In addition, ebBP business
signals discussed previously, support the expressidusiness failures. For a suc-
cessful BT, both its network/application and busgaspects must be successful. Al-
though business signals support predictabilityndériactions when crossing technol-
ogy and organisational boundaries, they are ndicgrit to specify whether business
failures are caused by participants not fulfillitigeir commitments as agreed in the
collaboration. Namely, there is a weak link betwebe specification of business
policies that apply to the participants and thefmal’ flows in the collaboration. This
is a limitation because a complete specificatiothefcollaboration needs to explicitly
state policies that apply to the constituent rofésnsider a situation where a pur-
chaser has received both ReceiptAcknowledgmentfameptance Acknowledgment
signals. A success of this first BTA only providgsarantees to the purchaser that the
supplier is in a position to start executing itsnoprocess. However, the purchaser
cannot determine whether the supplier has fulfilledir PO and thus satisfied the
constraint from the agreement, e.g. ‘supplier isgeld to fill the PO within one day
of the PO request’. Thus, an added mechanism wedet® deal with unpredictability
of behaviour of participants and to check (uniritardl or deliberate) violation of
their policies. Although ebBP’s labelling of BTASttva ‘legal intent’ attribute gives
special weight to such BTAs, the policy conditidnsa collaboration are typically
more complex and involve internal actions of pattid our example, the obligation
applies to the supplier (although it is triggeregtthee purchaser) and it is the monitor-
ing of this policy that determines correctnesshdirt behaviour. In what follows we
show how our policy language [4, 8] can be appieethe ebBP concepts to provide a
model for the specification of both the normal bebar and policy constraints.

3.1 Specifying policy constraints

A businesgolicy specifies constraints on behaviour of a partidipa@n organisa-
tional context such as an ebBP collaboration. Inumified model [4] this context is
calledcommunity. Community specifies theoles involved, their relationships arh-
sic behaviour constraints, e.g. control and data flow betweatigypants and/or busi-



ness steps in a BP. A community also supportstpesssion of policies applying to
the roles, e.g. obligation constraints as mentidnefre, or a permission constraint
such as ‘The supplier is permitted to provide aroice immediately after goods de-
livery’. A more complex policy expression involvirtpe concept of state is: ‘The
purchaser has a credit limit with the supplier, abhis a maximum outstanding
amount with no particular time limit. The purchagemot permitted to exceed the
credit limit’ [5]. Basic behavioural constraintscapolicy constraints are specified us-
ing the concept of events and their relationshisevent can represent the actions of
participants in the collaboration, either theirimtal actions or their interactions with
other parties, or any other occurrence of inteeegt, the events from the environment
or timeouts. Event relationships are caléednt patterns and they have many simi-
larities with the complex event processing idedsTBe main role of event patterns is
to support event-based monitoring of activitiesedévance to policies. An event pat-
tern is evaluated as events come into the systehitauprogressive evaluation is fin-
ished when it's condition is matched. Event padgaiange from simple relationships,
e.g. sequence of events and logical event reldtipaso more complex events, e.g.
quorum, event causality and temporally-orientedst@ints like a sliding time win-
dow [4, 8]. Using a simplified version of our paglianguage, the last policy is:
Policy: CreditLimitForPurchaser

Role: Purchaser

Modality: Not Permitted

Condition: PO (OutstandingDebt + PO.value > CreditLimit)

Policy is defined in terms of a name, a role toalihit applies, modality and event
pattern condition (a singleton event of a PO typthis example). Its value is used as
a parameter in the condition for checking the valfihe OutstandingDebt state.

Sate: OutstandingDebt

CalculationExpression
UpdateOn: Payment
UpdateSpecification:
return (this - Payment.amount)
CalculationExpression
UpdateOn: InvoicePurchaser
UpdateSpecification:
return (this+ InvoicePurchaser.amount)

The OutstandingDebt state value updates are triggered by the eveatsffect this
state. The concept of state is significant for tiame monitoring of a contract since
state variables can be embedded in policy cheakipgessions as above.

3.2 Applying policiesto business collabor ations

One motivation for applying policies to the ebBRlafmoration is to explicitly as-
sociate responsibilities, authorisations, permissiand other policies with collabora-
tion roles which is, for example, needed when irgégg contract conditions with the
BPs governed by contracts. Another motivation isupport run-time monitoring of
participants’ behaviour to detect existing or pttrnviolations of the agreed behav-
iour, as presented in [8] and which is of incregsmportance for meeting compli-



ance requirements, e.g. [7]. A further value inasaping policies from basic behav-
iour is the ability to change policies while praseg the fundamental properties of a
BP.

The first step in applying policies is to identdyents in the collaboration that, via
event patterns, are part of policies that applgaitaboration roles, in particular those
that are involved in BTs labelled with ‘legal interSuch events can be part of ebBP
transactions, shown &% symbols in Fig.1 (denoting observation points inagasac-
tion), e.g. the sending of Request and Responssages and the generation of Re-
ceiptAcknowledgment and AcceptanceAcknowledgmeghals. Each of these can
have an associated timeout and their occurrencgsdge generated by an ebBP en-
gine) can be modelled as deadline events. Thesthearbe used as input to the busi-
ness monitoring engine for subsequent managemeéahsce.g. generation of human
readable notifications. The events in a collaborattan, on the other hand, corre-
spond to the transition between ebBP businesssstatmn ebBP choreography. These
events are as shown @g symbols (observation points in a choreographynsitter-
ing this, a possible implementation of the thirdigyofrom section 3.1 is:

Policy PromptOrderFulfillment

Role: Supplier
Modality: Obliged
Condition:
OrderFilled before (ReceiveOrder + 1 days)

The successful receipt of the PO triggers an otitigdor the supplier to fulfil the
remaining part of the document. The RecieveOrdggering event can be defined to
be:i) the AcceptanceAcknowledgment signal (left arrowtrie the Q symbol) orii)
state transition at the sequence flow from the &exDrder activity to the FillOrder
activity (middle arrow next to the ymbol). The OrderFilled event (right arrow
next to the @symbol), if occurring within one day of the Re@&rder event, signi-
fies the fulfilment of this obligation, otherwistle violation occurs. In this policy the
trigger event was generated by the purchaser andhligation is on the execution of
OrderFilled event by the supplier. Thus, the polioyolved the events occurring
within two roles in this cross-organisational BRiame is within the scope of the
global BP, namely the ebBP transaction (i.e. Rexirder event) while the second is
within the scope of a private BP (OrderFilled eyent

This analysis suggests that our policy languagebmamised to define additional
constraints on the behaviour of trading partnerrimss-organisational processes,
provided all the events of relevance for the pecare available to the policy speci-
fier. However, the current ebBP standard only adldle specification of the choreog-
raphy ofcollaborative business activities. This means that the imporaents in a
policy’s event pattern that correspondprivate processes need to have their global
counterparts, i.e. these need to be defined asgbabBP BTAs. An alternative
would be to extend ebBP semantics to provide iatigmgn points with private proc-
esses, or allow for the specification of asynchtmnevents made visible to trusted
third parties for monitoring purposes.



5. Open Issuesand Future Work

If policies are to be applied to a cross-organiseti BP then the private activities
and their integration with the global activitiesedeto be made visible (at least to
process designers, not necessarily to end-usexsgube policy specifications often
require the expression of event patterns that declevents associated wigtther of
the activity types. This is currently not possibiethe ebBP models. Further, policy
monitoring requirest) the concept of state in ebBP and BPMN &dlefinition of a
concept of event in ebBP so that ebBP messagebrisignals and timeouts can be
treated as a special kind of that event. BPMN pmtesia rich set of events and these
can be used in ebBP models. Finally, the full poefahe community model can fur-
ther augment cross-organisational BP with otheergnise modelling constructs and
provide input to the development of ebBP, BPMN BREL standards.

In future we plan to develop a stronger link betwebBP and contract frame-
works to enable richer support for contract moinitgy as initially proposed in [9] and
contribute to aligning ebXML and legalXML e-contta¢10] standards. We also plan
to apply model-driven design for the mapping ofi@olanguage to ebBP.
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